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WHAT IS CLAIMED IS: 
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1. An integrated ar 
conducting business over the 
enabling a customer of an en 
network to command and contr 
switched communications conn 
network over the public In 
results of any changes in^tt 
over the public Interne^ se 
(a) an objec£ orien 
encrypted interactive commu: 



/ 




stem for 
ternet by 
communications 
stomer ' s 
ithin the 
to view the 
r's connections 

comprising : 
:ol for enabling 



.tions between said 
system and said customer o^fer the public Internet, 
said protocol invoked within said customers web 
browser 1 to support encryption, customer 
identification, authentication and network 
entitlements; 

(b) ' at least/ one secure web server for 
managing ^secure cus/omer sessions over the public 
Internet/* said secure server providing session 
management for the customer connection, said session 
management including customer identification, 
validation, en/itlements and encryption; 

(c) at least one dispatch server for 
communicatin/g with said secure web server and a 
plurality off system resources, said dispatch server 
providing Verification of system access and proxy 
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generation for said system resources after said 
customer's entitlements have byfeen verified; 

(d) said plurality off system resources 
including a network manager which manages the routing 
of the customer's traffic Q^er the communications 
network, and a view applio&tion to review said 
network traffic, said network manager and said view 
application responsive to proxy requests from said 
dispatch server to enalDle the customer to command and 
control the communica/ions network resources provided 
by the enterprise to/ the customer. 



2. The integrated/and secure system for 
conducting business over the public Internet as 
claimed in Claim 1, where/n sfeid switched 
communications connectio/is furidtfer includes switched 
voice traffic and said Aetwork manager may command 
and control said switched voice traffic, 



The integrated and secure system for 



conducting business over yfche public Internet as 
claimgfa in Claim 2, wher/fein said switched voice 
traffic further include^ switched toll free voice 
traffic and said network manager includes a toll free 
network manager application to command and control 
the routing of said switched voice traffic. 
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4. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 2, wherein said switched voice 
traffic further includes switched call center voice 
traffic and said network managed includes a call 
manager application to command and control the 
routing of said switched voice jtraffic between call 
centers . 

5. The integrated and secure system for 
conducting business over the dub lie Internet as 
claimed in Claim 2, wherein skid network manager 
includes an outbound network panager to command and 
control said switched toll traffic. 



6 . The integrated and secupe^system for 
conducting business over the public Internet as 
claimed in Claim 1, wherej^saidr^switched 
communications conn^tlons farther includes switched 
voice and data ^pdmmunicati/bns ^jadr^said network 
manager ma^6ommand and control said switched voice 
communA«5ations 



The integrated/and secure system for 
conducting business over tine public Internet as 
claimed in Claim 1, wherein said switched 
communications connectiq/ns further includes switched 
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voice traffic and said view application includes a 
reporter for generating reports on the switched voice 
communications in said network/ traffic. 
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8. The integrated ar^fd secure system for 
conducting business over the public Internet as 
claimed in Claim 7, wherein 
generating reports on the swi 
communications in said networ 
real time reporter for gener 
network traffic in near real 



sfaid reporter for 
tched voice 
k traffic includes a 
ting reports on said 
time . 



The integrated and secure system for 



public Internet as 
aid reporter for 
tched voice 



conducting business over the 
claimed in Claim 7, wherein 
generating reports on the sWit 
communications in said network traffic includes a 
real time reporter for generating reports on outbound 
network traffic in near reap. time. 



1 

2 
3 
4 
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10. The integrated! and secure system for 
conducting business over tne public Internet as 
claimed in Claim 7, wherein said reporter for 
generating reports on the switched voice 
communications in said network traffic includes a 
reporter for generating hi/story reports on said 
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7 switched voice communications occurring during 

8 preselected periods of time. 

1 11. The integrated and secure system for 

2 conducting business over Ahe public Internet as 

3 claimed in Claim 7, whereiln said reporter for 

4 generating reports on the lswitched voice 

5 communications in said network traffic includes a 

6 report manager application! for enabling a customer to 

7 generate reports for a plurality of switched voice 

8 communication applications land an in-box manager 

O 9 application for communicating the reports to the 

w \ 

m 10 customer. | 

in I 

m 1 12. The integrated and secure system for 

!H 2 conducting business over thel public Internet as 

s! 3 claimed in Claim 7, wherein feaid reporter for 

4 generating reports on the switched voice 

pj 5 communications in said networfk traffic includes a 

■J 6 priced call application for enabling a customer to 

|pj 7 generate priced reports and invoices for a plurality 

8 of switched voice communication applications. 

1 13. The integrated andi secure system for 

2 conducting business over the puplic Internet as 

3 claimed in Claim 1, wherein said customer's switched 

4 communications connections includes switched data 
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traffic and said view application to view said 
switched data traffic indludes a broadband view 
application for generating reports on data relating 
to the switched data trafnic. 

14. The integrated! and secure system for 
conducting business over tne public Internet as 
claimed in Claim 6, whereiiJ said system includes an 
in -box application for stortng and forwarding reports 
to the customer on data relating to the customer's 
switched voice and data traflfic. 




q\/ 15. The integrated .and secure system for 
conducting business over tme public Internet as 
claimed in Claim 1, wherein said system includes an 
event monitor applicat/on for storing and forwarding 
alarms generated with/respect to the customer's 
traffic over the coimnuni cations network. 

16. The ^integrated and secure system for 
conducting business over the public Internet by 
enabling a customer of an enterprise communications 
network to obtain and view reports over the public 
Internet reflating to a plurality of services provided 
to the customer by the enterprise network, said 
system comprising: 
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(c) at leas 
communicating with 
plurality of system 



(a) an object oriented protocol for enabling 
encrypted interactive communications between said 
system and said customer over the public Internet, 
said protocol invoked within said customers web 
browser to support encryption, customer 
identification, authentication and report 
entitlements ; 

(b) at leas : one secure web server for 
managing secure customer sessions over the public 
Internet, said secuie server providing session 
management for the customer connection, said session 
management including customer identification, 
validation, report entitlements and encryption; 



t one dispatch server for 
said secure web server and a 
resources, said dispatch server 



providing verification of system access and proxy 
generation for said! reports after said customer's 
entitlements have teen verified, each of said system 
resources maintaining data relating to separate 
communications network services provided to the 
customer by the enterprise; 

(d) a repcjrt requestor for enabling the 
customer to request reports from said plurality of 
system resources provided by the enterprise to the 
customer, a customer in-box for providing the reports 
to the customer, and a report viewer for presenting 
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the reports to the customer, said report requestor, 
said customer in-box and said reort viewer responsive 
to proxy requests from said dispatch server to enable 
the customer to obtain and view reports from data 
maintained by a plurality of system/resources from a 
single point of customer contact , /identification and 
authentication, / 

17. The integrated amd secure system for 
conducting business over the public Internet as 
claimed in Claim 16, wherein said report requestor 
provides a single tool /set for requesting and 
scheduling reports aoross a plurality of system 
resources. / 

18. The/integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 16, wherein said reports are 
historical/reports on the customer's switched voice 
traffic. / 

/ 19. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 16, wherein said reports are priced 
call reports on the customer's switched 
communications connections . 
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20. The integrated and secure system for 
conducting business over the public Internet as 

lerein said reports are 
invoices generated with respect to the customer's 
switched communicationls connections. 



21. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 20, wherein said system further 
includes an electronic fund transfer application to 
enable payment of th4 invoices generated with respect 
to the customer's switched communications 
connections . 



22. The integrated and secure system for 
conducting business over the public Internet by 
enabling a customep of an enterprise communications 
network to obtain favent reports over the public 
Internet relating /to a plurality of services provided 
to the customer btf the enterprise network, said 
system comprising 

(a) an otject oriented protocol for enabling 
encrypted interactive communications between said 
system and said customer over the public Internet, 
said protocol invoked within said customers web 
browser to support encryption, customer 
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identification, authentication and report 
entitlements; 

(b) at least qfne secure web server for 
managing secure customer sessions over the public 
Internet, said secure /server providing session 
management for the customer connection, said session 
management including customer identification, 
validation, report entitlements and encryption; 




(c) at least/ one dispatch server for 
communicating with said secure web server and a 
plurality of system resources, said dispatch server 
providing verification of system access and proxy 
generation for said /reports after said customer's 
entitlements have been verified, each of said system 
resources maintaining data relating to separate 
communications network services provided to the 
customer by the enterprise; 

(d) an event monitor application for enabling 
the customer to monitor a plurality of system 
resources provided by the enterprise to the customer, 
said event' monitor application providing said 
customer with data necessary to make informed network 
management decislions with respect to said plurality 
of system resources from a single point of customer 
contact, identification and authentication. 
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23. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 22, wherein said event monitor 
includes a report manager for requesting and 
scheduling reports oil events occurring within the 
customers switched communication connections. 



24 



The integrated and secure system for 



conducting business 
claimed in Claim 22, 
includes a report m 



over the public Internet as 
wherein said event monitor 
mager for requesting and 
scheduling reports 6n events occurring within the 
customers switched /data communication connections. 



25. The integrated and secure system for 
conducting busines/s over the public Internet as 
claimed in Claim 22 wherein said event monitor 
provides customer /access to a plurality of reports 
on trouble tickets opened on events occurring within 
the customers switched communication connections. 

26. The integrated and secure system for 
conducting business over the public Internet as 

22, wherein said system further 
ree network manager as one of said 



claimed in Claim 
includes a toll 



plurality of system resources, and said manager 
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provides reports on tfhe customers switched toll free 
voice connections, 



27. The integrated and secure system for 
conducting business 



<^ver the public Internet as 
wherein said system further 
sr manager as one of said 
resources, and said call center 



call center connect: 



claimed in Claim 22, 
includes a call cent 
plurality of system 
manager provides reports on the customers switched 



ons , 



28. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 22, wherein said system further 
includes an out bound network manager as one of said 
plurality of systepn resources, and said outbound 
network manager providing reports on the customers 



outbound network 



29. The 



claimed in Claim 
includes a single 



ualls . 



mtegrated and secure system for 



conducting business over the public Internet as 



bound network manager as two of said plurality of 



system resources 
application enab 



28, wherein said system further 
order entry application and an out 



wherein said order entry 
es a customer to identify and 



authenticate a plurality of users with distinct call 



J 
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entitlements, and to modify said entitlements from a 
single point of customer identification and 
authentication, said outbound network manager 
providing modification of individual users 
entitlements for outbound network calls in response 
to entitlements determined by said order entry 
application. 

30. The integrated and secure system for 
conducting business (pver the public Internet by 

>f an enterprise communications 
network to modify thjb customer's business 
relationship with tWe enterprise over the public 
Internet and to add] delete and modify services 
provided by the enterprise communications network to 
the customer, said /system comprising: 

(a) an object oriented protocol for enabling 
encrypted interactive communications between said 
system and said customer over the public Internet, 
said protocol invoked within said customers web 
browser to support! encryption, customer 
identification, authentication and network 
entitlements; 

(b) at least one secure web server for 
managing secure customer sessions over the public 
Internet, said seoure server providing session 
management for th5 customer connection, said session 
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management including customer identification, 
validation, entitlements and encryption; 

(c) at least lone dispatch server for 
communicating with said secure web server and a 
plurality of system resources, said dispatch server 

m of system access and proxy 
generation for said interactive communications after 
said customer's entitlements have been verified; 

(d) said plurality of system resources 
including an order entry application which enables 
the customer to add, delete and modify services 
provided by the communications network to the 
customer, and to identify and authenticate a 
plurality of users! with distinct call entitlements, 
and to modify said entitlements from a single point 
of customer identification and authentication, said 
order entry application responsive to proxy requests 
from said dispatdh server to enable the customer to 
manage the communications network services provided 
by the enterprise to the customer. 



31. The 
conducting busi 
claimed in Cla 
comprises an E- 
electronic busi 
services, said 
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integrated and secure system for 
4ess over the public Internet as 

30, wherein said system further 
filling application which enables 
s transactions to pay for said 
order entry and E-Billing applications 



mi 



All 



responsive to proxy requests from said dispatch 
server to enable the customer to manage and pay for 
the communications petwork services provided by the 
enterprise. I 

32. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim Bl, wherein said system further 
includes a client! view application for generating 
historical reportfs of data relating to calls by 
customers users <pn said communications network. 

33. The/ integrated and secure system for 
conducting business over the public Internet as 
claimed in Claiin 32, wherein said system enables 
invoice general/ion and electronic payment for pre- 
selected customer user calls over the public 
Internet. / 

34. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 30, wherein said system further 
includes a troll free network manager as one of said 
plurality of I resources, and said order entry 
application enables a customer to identify and 
authenticate a plurality of users with distinct toll 
free call rduting entitlements, and to modify said 
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toll free call routing /entitlements from a single 



:ification and authentication, 



point of customer iden 



35. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 30, wherein said system further 
includes a call center manager application as one of 
said plurality of resources, and said order entry 
application enables a customer to identify and 
authenticate a plurality of users with distinct call 
center routing entitlements, and to modify said call 
center routing entitlements from a single point of 
customer identification and authentication. 



36. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 30, wherein said system further 
includes an event /monitor application as one of said 
plurality of rescmrces . 

37. The /integrated and secure system for 
conducting businjess over the public Internet as 
claimed in Claim 36, wherein said system further 
includes a broadband view application for reporting 
on data communications connections, and said event 
monitor applica/tion reports alarm events occurring 
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with respect said customers data communications 
connections. / 

38. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 36,/ wherein said system further 
includes a service inquiry application for managing 
trouble tickets generated with respect to said 
customers communications connections, and said order 
entry application allows modification of user 
entitlements with /respect to said trouble tickets. 

39. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim/ 30, wherein said system further 
includes a real /time monitor application as one of 
said plurality of resources. 

40. Thf integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 31, wherein said system further 
includes a client view application for generating 
historical repforts of data relating to calls by 
customers users on said communications network, and 
said E-Billini application enables electronic fund 
transfers for/ payment of said calls by said customer. 
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41. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 40, wherein said system further 
includes a priced reporting application for 
generating invoices flor said calls. 

42. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 3®, wherein said plurality of system 
resources includes a network manager which enables 
command and contrpl of the customer's traffic over 
the enterprise communications network, and a viewing 
application to represent said network traffic, said 
network manager/ and said viewing application 
responsive to proxy requests from said dispatch 
server to enable the customer to command and control 
the communications network resources provided by the 
enterprise to the customer. 

43. /The integrated and secure system for 
conducting business over the public Internet as 
claimed in /Claim 42, wherein said customer's traffic 
further inJcludes switched voice traffic and said 
network manager may command and control said switched 
voice traffic. 
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1 44.. The integrated anjk secure system for 

2 conducting business over the public Internet as 

3 claimed in Claim 43 , wherein/ said switched voice 

4 traffic further includes switched toll free voice 

5 traffic and said network manager includes a toll free 

6 network manager application to command and control 

7 the routing of said switched voice traffic. 

1 45. The integrated and secure system for 

2 conducting business ovey the public Internet as 

3 claimed in Claim 43, wherein said switched voice 
n / 

*Z 4 traffic further includes switched call center voice 
*0 j 

H> 5 traffic and said network manager includes a call 

m \ 

"A 6 manager application t/o command and control the 

Wl 7 p \ routing of said switched voice traffic between call 

iTs 8 1 centers. / 

r v \ / 

U 1 \ \ 46. The integrated and secure system for 

$U 2 conducting business over the public Internet as 

S 3 claimed in Claim Z43, wherein said switched voice 

i3 4 traffic further includes switched toll voice traffic 

5 and said network manager includes an outbound network 

6 manager to command and control said switched toll 

7 traffic. / 

1 47. The integrated and secure system for 

2 conducting business over the public Internet as 
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claimed in Claim 42, wtterein said customer's traffic 
further includes switcned data communications and 
said viewing application may view data representative 
of said switched data/ communications . 

48. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 42, /wherein said customer's traffic 
further includes swiitched voice traffic and said 
viewing application (includes a reporter for 
generating reports ©n the switched voice 
communications in said network traffic. 

49. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 48, wherein said reporter for 
generating report© on the switched voice traffic in 
said network traffic includes a real time reporter 
for generating reports on said network traffic in 
near real time. / 

50. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claiim 48, wherein said reporter for 
generating reports on the switched voice traffic in 
said network traffic includes a reporter for 
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generating history reports/ on said switched voice 
traffic occurring during preselected periods of time. 

51. The integraued and secure system for 
conducting business over the public Internet as 
claimed in Claim 48 , wherein said reporter for 
generating reports on tpe switched voice 
communications in said/ network traffic includes a 
report manager application for enabling a customer to 
generate reports for a plurality of switched voice 
traffic applications /and an in-box manager 
application for communicating the reports to the 
customer. / 

52. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim #8, wherein said reporter for 
generating reports on the switched voice traffic in 
said network traffic includes a priced call 
application for /enabling a customer to generate 
priced reports /and invoices for a plurality of 
switched voice/ traffic applications. 

53. Tpe integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 47, wherein said viewing application 
to view said/ switched data communications includes a 
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broadband view application for generating reports on 
data relating to the switched data communications. 

54. The integrated and secure system for 
conducting business /over the public Internet as 
claimed in Claim 47/ wherein said system further 
includes an in-box /application for storing and 
forwarding reports/ to the customer on data relating 
to the customer ' s/ switched data communications. 



55. Th^ integrated and secure system for 
conducting business over the public Internet as 
claimed in Cla/im 47, wherein said viewing application 
includes an efaent monitor application for storing and 
forwarding reports on alarm reports generated with 
respect to yche customer's switched data 
communica^/Lons , 



A* 

.JPfee integrated and s-e^ure system for 



conducting business over the^ublic Internet by 
enabling a customer of ap^enterprise communications 
network to modify the/customer ' s switched voice 
communications confections within the network over 
the public Internet and to monitor the results in 
near real ti^ffe over the public Internet, said system 
compris: 
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(a) an object oriented protofcol for enabling 
interactive communications between s/aid system and 
said customer over the public Internet, said protocol 
invoked within said customers web hrrowser to support, 
customer identification, authentication and network 
entitlements; / 

(b) at least one secure /web server for 
managing secure customer sessions over the public 
Internet, said secure server providing session 
management for the customer connection, said session 
management including customeiy identification, 
validation, entitlements and/ encrypt ion; 

(c) at least one dispatch server for 
communicating with said seoture web server and a 
plurality of system resources, said dispatch server 
providing verification of /system access and proxy 
generation for said interactive communications after 
said customer's entitlements have been verified; 

(d) said plurality of system resources 
including a toll free network manager which manages 
the routing of the customer's toll free voice traffic 
over the communications network, and a real time 
monitor which provides near real time monitoring of 
network traffic, said network manager and said real 
time monitor responsive to proxy requests from said 
dispatch server to /enable the customer to manage the 
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communications network resour^res provided by the 
enterprise to the customer >in near real time. 

57 . The integrated and/secuj/e system for 
conducting business over the public/ Internet as 
claimed in Claim 56, wherein said /system further 
includes a single order entry application as one of 
said plurality of system resources , wherein said 
order entry application enable^ a customer to 
identify and authenticate a plurality of users with 
distinct toll free call manager entitlements, and to 
modify said entitlements from a single point of 
customer identification and authentication. 

58. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 57, wMerein said system further 
comprises an E- Billing application which enables 
electronic business transactions to pay for said 
services, said order/ entry and E- Billing applications 
responsive to proxy requests from said dispatch 
server to enable t]/e customer to manage and pay for 
the communications network services provided by the 
enterprise. / 

59. The integrated and secure system for 
conducting business over the public Internet as 
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claimed in Claim 56, wherein said system further 
includes a client view application for generating 
historical reports of data /relating to calls by 
customers users on said communications network. 

60. The integrated and secure system for 
conducting business over /the public Internet as 
claimed in Claim 56, wherein said system enables 
invoice generation and electronic payment for pre- 
selected customer user /calls over the public 
Internet. / 

JU / 

61. ^Ttre integrated and secure method for 
conducting business fover the public Internet by 
enabling a customer/of an enterprise communications 
network to command and control the customer's 
switched communications connections within the 
network over the /public Internet and to monitor the 
results in near neal time over the public Internet, 
said system comprising: 

(a) enabling interactive communications 
between said system and said customer over the public 
Internet with ah object oriented protocol invoked 
from within saifd customer's web browser, said 
protocol supporting customer identification, 
authentication and a determination of network 
entitlements /for the customer; 
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(b) managing a plurality of customer sessions 
over the public Internet! with a secure web server, 
said secure web server providing session encryption 
and management of the customer's session, said 
session management including the steps of 
identifying, validating/ and determining the 
customer's entitlements/ within the network; 

(c) communicating with a plurality of system 
resources through dispatch server, said dispatch 
server communicating wjflth said secure web server and 
providing verification of system access and proxy 
generation for said interactive communications after 
said customer's entitlements have been verified; 

(d) managing/a plurality of enterprise system 
resources for the customer, said resources including 

a toll free network rfianager which manages the routing 
of the customer's to LI free voice traffic over the 
communications network,, and a real time monitor which 
provides near real time monitoring of network 
traffic; 

(e) converting a customer request to modify a 
routing plan to a pipxy request for said toll free 

providing near real time 
stomers's voice traffic to enable 
the customer to mankge the communications network 
resources provided oy the enterprise to the customer 
in near real time. 



network manager and 
monitoring of the cit 
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62. The integrated^ and secure method for 
conducting business over t/he public Internet as 
claimed in Claim 61, wherfein said method further 
includes entering customefr orders through a single 
order entry point of authorization to enable the 
customer to identify and! authenticate a plurality of 
users, with each user having distinct toll free call 
routing entitlements, ar d to modify said entitlements 
from said single point of customer identification and 
authentication . 

63. The integrated and secure method for 
conducting business 'over the public Internet as 
claimed in Claim 62, wherein said method further 
incudes enabling payment with an E- Billing 
application, said order entry and E-Billing 
applications responsive to proxy requests from said 
dispatch server to enable the customer to manage and 
pay for the communications network services provided 
by the enterprise. / 

64. The integrated and secure method for 
conducting business lover the public Internet as 
claimed in Claim 611 wherein said method further 
includes the step of generating historical reports of 
data relating to catLls by customers users on said 
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iLh a client view 



communications network wi 
application. 



65. The integrated and secure method for 



conducting business over 



step of generating elect 



the public Internet as 



claimed in Claim 61, wherein said method includes the 



ronic invoices and 



electronically transmitting funds to pay for pre- 
selected customer user palls. 



66. The integrated and secure method for 
conducting business ovjer the public Internet which 
enables a customer of /an enterprise communications 
network to modify the/ customer ' s business 
relationship with the enterprise over the public 
Internet and to add, /delete and modify services 
provided by the enterprise communications network to 
the customer, said method comprising: 

(a) enabling encrypted interactive 
communications between said system and said customer 
over the public Internet with an object oriented 
protocol, said prouocol invoked within said customers 
web browser to support encryption, customer 
identification, authentication and network 
entitlements; 

(b) managing secure customer sessions over 
the public Internet with at least one secure web 
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server, said secure server providing session 
management for the customer connection, said session 
management including customer identification, 
validation, entitlements and encryption; 

(c) communicating with said secure web 



server and a plurality 
least one. dispatch ser 
providing verification 



said customer's entitl 
(d) providing 



of system resources with at 
/er, said dispatch server 
of system access and proxy 



generation for said interactive communications after 



ements have been verified; 
a plurality of system resources 
for the customer, saifc plurality including an order 
entry application whifch enables the customer to add, 
delete and modify services provided by the 
communications network to the customer, and to 
identify and authenticate a plurality of users with 
distinct call entitlements, and to modify said 



entitlements from a 
identification and 



single point of customer 
authentication . 



67 



The in 



egrated and secure method for 
conducting businesd over the public Internet as 
claimed in Claim 6§, wherein said method further 

of enabling electronic payment for 
ystem resources with an E-Billing 
application, said fcrder entry and E-Billing 
applications responsive to proxy requests from said 



comprises the step 
said plurality of 
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dispatch server to enable the customer to 
electronically manage and pay for the communications 
network services provided by the enterprise. 

68, The integrated and secure method for 
conducting business lover the public Internet as 
claimed in Claim 661 wherein said method further 
includes the step of generating historical reports of 
data relating to cafLls by customers users on said 
communications network with a client view 
application . - 

69. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 6(6, wherein said method further 
includes the steps of generating invoices and 
enabling electronic payment for pre- selected customer 
user calls over the public Internet. 



70. The integrated and secure method for 
conducting busin4ss over the public Internet as 



claimed in Claim 



includes the steg> of providing a toll free network 



manager applicat 
system resources 



of customer ider^ 



66, wherein said method further 



|on as one of said plurality of 
to enable the customer to change 



toll free routing entitlements from said single point 



;ification and authentication, 
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71. The integrated and secure method for 
conducting business over the public Internet as 
claimed in Claim 66 , wherein said method further 
includes the step of providing managing calls to a 
call center with a call center manager application as 
one of said plurality of system resources, and said 
order entry application enabling a customer to 
identify and authenticate a plurality of users with 
distinct call center touting entitlements, and to 
modify said call center routing entitlements from 
said single point off customer identification and 
authentication. / 

72. The i/ntegrated and secure method for 
conducting business over the public Internet as 
claimed in Claim 66, wherein said method further 
includes the step of providing an event monitor 
application as /one of said plurality of system 
resources . / 

73. The integrated and secure method for 
conducting business over the public Internet as 
claimed in CfLaim 72, wherein said method further 
includes the step of reporting on data communications 
connections/ with a broadband view application. 
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74 . The integrated and secure method for 
conducting business over the public Internet yas 
claimed in Claim 66, wherein said method further 
includes the step of managing trouble tickets 
generated with respect to said customers/ 
communications connections with a service inquiry 
application, and said order entry application 
providing modification of user entitlements with 
respect to said trouble tickets f/om said single 
point of customer identification/ and authentication 

75. The integrated and secure method for 
conducting business over the public Internet as 
claimed in Claim 66, wherein said method further 
includes the step of monitoring communications 
traffic utilized by tlie customer with a real time 
monitor application/as one of said plurality of 
system resources./ 

76. The integrated and secure method for 
conducting business over the public Internet as 
claimed in (claim 66, wherein said method further 
includes brie step of generating historical reports 
data relsfting to calls by customers users on said 
communications network with a client view 
application. 
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77. The integrated and secure method for 



conducting business 
claimed in Claim 76, 
includes the step of 
calls with a priced 
enabling electronic 



cj)ver the public Internet as 
wherein said method further 
generating invoices for said 
reporting application and 
fund transfers with for payment 



of said calls with an E-Billing application/ 



78. The integrated and secure method for 
conducting business over the public Internet as 
claimed in Claim 66, wherein said method includes the 
steps of providing a plurality of applications for 
the command and control of the customer's 
communications traffic over the enterprise 
communications network, and viewing said 
communications traffic with a reporting application. 



79. The 
conducting busi: 



integrated and secure method for 
jss over the public Internet as 
claimed in ClainJ 78, wherein said customer's 
communications traffic further includes switched 
voice traffic ajid a network manager application is 



provided for sa 



Ld command and control step. 



80. Th£ integrated and secure method for 
conducting business over the public Internet as 
claimed in Claim 79, wherein said switched voice 
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traffic further includes switched toll free voice 
traffic and said network manager includes a toll free 
network manager application to command and control 
the routing of said switched voice traffic. 
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81. The integrated and secure method for 
conducting business ovei the public Internet as 
claimed in Claim 79, wherein said switched voice 



traffic further include 




switched call center voice 
traffic and said network manager includes a call 
manager application to (command and control the 
routing of said switched voice traffic between call 
centers . 

82 . The integrated and secure method for 
conducting business oyer the public Internet as 
claimed in Claim 79, /wherein said switched voice 
traffic further incliides switched toll voice traffic 
and said network manager includes an outbound network 
manager to command apd control said switched toll 
traffic . 



1 

2 
3 
4 
5 



83 . The integrated and secure method for 
conducting business over the public Internet as 
claimed in Claim 78! wherein said customer's 
communications traffic further includes switched data 
communications and /said method includes the step of 
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viewing data representative of said switched data 
communications. / 

84. The integrated and secure method for 
conducting business over the public Internet as 
claimed in Claim 78, therein said customer's 
communications traffic further includes switched 
voice traffic and safid method further includes 
generating reports ©n the switched voice traffic with 
a report generator /application. 

85. The integrated and secure method for 
conducting business over the public Internet as 
claimed in Claim JB4, wherein said step of generating 
reports on the switched voice traffic in said network 
traffic includes/a real time reporter for generating 
reports on said network traffic in near real time. 

86. The integrated and secure method for 
conducting business over the public Internet as 
claimed in Claim 84, wherein said step of generating 
reports on the/ switched voice traffic in said network 
traffic includes a reporter for generating history 
reports on said switched voice traffic occurring 
during presel/ected periods of time. 
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87. The integrated/ and secure method for 
conducting business over the public Internet as 
claimed in Claim 84, wherein said step of generating 
reports on the switched voice communications in said 
network traffic includes /a report manager application 
for enabling a customer to generate reports for a 
plurality of switched vdice traffic applications and 
the step of storing aia report with an in-box manager 
application which commiAnicates the reports to the 
customer. / 



conducting business ewer the public Internet as 
claimed in Claim 84, /wherein said step of generating 
reports on the switdned voice traffic in said network 
traffic includes a priced call application for 
enabling a customer to generate priced reports and 
invoices for a plurality of switched voice traffic 
applications. / 

89. The iintegrated and secure method for 
conducting business over the public Internet as 
claimed in Claim |83, wherein said step of viewing 
said switched data communications is conducted with a 
broadband view application which generates reports on 
data relating t<p the switched data communications. 
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90. The integrated And secure method for 
conducting business over the public Internet as 
claimed in Claim 89, wherein said method further 
includes storing and forwarding reports to the 
customer on data relating to the customer's switched 
data communications with/ an in-box application. 

91. The integrated and secure method for 
conducting business ov&r the public Internet as 
claimed in Claim 90, wherein said viewing step 
includes storing and forwarding reports on alarm 
reports generated witp respect to the customer's 
switched data communications with an event monitor 
application. / 

92. An integrated and secure system for 
conducting business over the public Internet by 
enabling a reseller of an enterprise communications 
services to brand /those services as those of the 
reseller over the public Internet for resale to a 
third party customer, said system comprising: 

(a) an Object oriented protocol for enabling 
encrypted interactive communications between said 
system and said/ third party customer over the public 
Internet, said /protocol invoked within said third 
party customer's web browser to support encryption, 
third party customer identification, authentication 
and entitlements; 
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(b) at least one sjecure web server for 
managing secure third parti^ customer sessions over 
the public Internet, said /secure server providing 
session management for the third party customer 
connection, said session management including third 
party customer identification, validation, 
entitlements and encryption; 

(c) at least one dispatch server for 
communicating with said secure web server and a 
plurality of system resources, said dispatch server 
providing verif icationf of system access and proxy 
generation for said reports after said third party 
customer's entitlements have been verified, each of 
said system resources maintaining data relating to 
separate communicati/ons network services provided to 
the third party customer by the reseller of the 
enterprise resource 

(d) a plurality of applications for enabling 
access to said system resources, each application 
having a backplane class for invocation within the 
third party customer's web browser to manage one or 
more company brands that may be presented by the 
application to the web browser of the third party 
customer, one of/ said one or more company brands 
representing a bfrand adopted by said reseller of 
communications services, to enabling the reseller of 
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communication services to represent s^id plurality of 
system resources as its own. 

93. The integrated and secure system for 
conducting business over the public Internet as 
claimed in Claim 16, wherein s4id reports are 
generated in real time with /espect to the customer's 
switched communications collections by a real time 
monitor application. 

94. The integrat/ed and secure system for 
conducting business ov^r the public Internet as 
claimed in Claim 16, Wherein said switched 
communications includes voice traffic, and said 
reports are generated in real time with respect to 
the customer's sw/tched communications connections by 
a real time monitor application. 

95. TY/e integrated and secure system for 
conducting business over the public Internet as 
claimed in (Zlaim 30, wherein said single point of 
customer contact provides a click and connect dial up 
connectidn to a customer service representative of 
the enterprise. 
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